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What will happen to your business or organization if your
communications are disrupted or your information is
compromised or stolen?
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Arizona Cyber Security
Alliance

e A project of CITA, Tucson's nonprofit
Community Information and
Telecommunications Alliance

e This statewide Alliance will help the
Arizona community:
e understand the rising security threats

» develop strategies to reduce personal,
customer and business risks
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* Targeting
 |IT professionals

e Executives of small business and nonprofit
organizations

* Includes large and small businesses, non-
profits, law enforcement, government,
and information technology and security
professionals

e Coordinating with other Arizona business
and security organizations
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ﬁyher Security
Tool Kit

Plans

e A public awareness media campaign

e Presentations to business/civic/nonprofit
organizations

* A Web Site and "Tool Kit"
* E-mail announcement and discussion lists

= Tool Kit Resources

Self-Assessment »

e Security events, workshops and clinics Find a Consultant »
presented live and by audio, web and Links & Resources »
video conferencing for statewide access News & Headlines »

Educational & Training Resources »
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IT Professionals

e For IT professionals interested in
enhancing your security knowledge
and skills:

e Advanced security workshops
* Security support groups

e An online discussion group for IT
professionals

* Links to other security organizations

 Announcements of meetings and
professional development opportunities
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Are You Protected?

Web Site & Toolkit

* Www.azsecurity.org

A self-guided security assessment
Tips to safeguard your systems

Links to organizations and resources
Database of security consultants
Calendar of meetings and events

Database of AZ education and training
resources

Security news headlines
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Security Checklist

e Are You Protected? ( A few examples)

v'"Make sure you have written security
(cyber, network, physical), business
continuity and disaster recovery plans
and policies

v'Check your insurance coverage. Most
general business insurance does not
cover business continuity and disaster
recovery related to compromised
information and information systems
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Security Checklist

v'If you have an “always on” connection to
the Internet such as a cable modem or a
DSL, make sure you are protected by

Firewalls or Intrusion Detection Systems
(IDS)

v'"Make sure you have current virus

protection on all your computers.
Update virus definitions daily

v'Regularly apply security patches for
your software programs and operating
system
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Security Checklist

v'Perform daily backups of your critical
data. Develop an offsite storage rotation
procedure

v'Insure that your machines and backups
are physically secure from theft and fire

v'Protect your systems and data with
complex passwords and change them
regularly

v'Log off at the end of the day and
disconnect from the Internet when you
do not need to be online
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The ACSA Mission
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security threats, This
Arizona Cyber Security
Alliance web Site, why you need to be protected:
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help Arizona's srmall
buzineszes, nonprofit »
organizations and IT

The frequency and seriousness of cyber attacks

professionals understand are growing rapidly * Tool Kit Resources

the threats and develop . )

strateqgies to reduce ¥ You are at risk, whether you have a single N i
ake (= elr-Azsaeszmen

persenal, customer and computer or a large network

business rizks, Find a Security Consultant

¥ Security is a is a core business activity, not just a
Learn more about the AZ tEChI"ID'DQ}" prDbIem Security Links & Resaurces
Cuber Security Alliance..,

¥ You may have legal lishilities if you do not protect SERdy ees Sineadling:

Anyone may join the confidential information or if you cannot fulfill Education % Training

Alliance, All meetingz are business Dbligatinns
open, To sign up, please

register at the anline

alliante Registiation. ¥ Find out more about yvour risks

Date: 2/24/2004
Cyber Attacks per Company by Industry (7/0z - 12/02) The Case for Cyber Security
Source: Syrnantec Internet Security Threat Report (Feb 2003 in Small Businesses
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Arizona Cyber Security Alliance _—

An informnative resource for AZ busin ‘ganizations Home Tool Kit Events About ACSA Contact

Find a Security Consultant in Arizona

This database is a directory of security professionals to help you develop and
implement your security strategies and technologies. Please note that these

Self-Assessment »
Take our simple ten

question self-assessrment professionals have not been evaluated by the Alliance. This is only a "vellow
to make sure you are Pages" directary.

taking all the necessary

steps,

. Disclaimer: AZSecurity, org, its sponsors, mermbers, affiliates and others acting with it do not
Find a E'?“su'tant i atternpt to verify any information about the individuals and businessesz listed in the database.
Use aur directory of . Wea do not endarse or recormmmend anyone becauze we have no independent knaowledge,
security consultants to find Plesse exercize caution and cormrnon sense.
somehody in Arizona who

can help you.

Links & Resources ¥
We have provided several
links to security resources
, - i C Itant: 1 h kell
with detailed descriptions. bl Chiz Al

Company: S0HO BizTech Solutions
Mews & Headlines »

Get the latest security Location: Tucson, A2

related news and i ; : 3 ; ;

headlines fram aur live Description: Security programs and analysis for Small Office / Home Office companies,

feed, Services include hardware and software solutions for wired and wireless
networks, installation and training for staff and rmanagement. Solutions can

Educational & include hardware/software for firewalls, virtual private networks (MPMN), virus

Training Resources » protection, wireless security, etc, Call for free onsite initial consultation,

Zearch our directory for
some of the security

education and training Contact: 520-403-5771 or joekelley @comcast.net
resources in Arizona,

Serves: =mall Companies
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Arizona Cyber Security Alliance e

—

Home Tool Kit About ACSA Contact

An informative resource for AZ zine: ganizations

Links & Resources

The following is a list of links to other excellent security organizations and

Self-Assessment »
Internet resources;

Take our simple ten
question self-assessment
to make sure you are
taking all the necessary
steps.

For Small Businesses

For IT Professionals

Small Biz and IT Professionals
Home Users

Small Biz and Home Users

Find a Consultant »

Use our directary of
security consultants to find
somebody in Arizona who
can help you.

Disclaimer: Activating a link will take vou to another webszite, AZSecurity,org, its sponsars,
members, affiliates and others acting with it are without means to take evaluate the accuracy

Links & RESD_UI'I:ES 44 or value of any such resource and take no responsibility for the quality or value of the
we have provided several information provided,

links to security resources
with detailed descriptions.

News & Headlines » For Small Businesses
Get the latest security
related news and

headlines from our live Stay Safe Online

feed. Security site directed at the Small business and home user. Includes a security
Educational & self-assesment

Training Resources »

search our directory for Cyber Security - A Business Imperitive

some of the security
education and training
resouUrces in Arizona.

article on why Cyber Security is important to small businesses

Informatinn Terhnnlnaw Prafeccinnal's Recnniree Centear ks
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Arizona Cyber Security Alliance -—

An inforrmative resource for AZ bus anizations Home Tool Kit Events About ACSA Contact

Security Education and Training in Arizona

This database is a directory of some of the security education and training
resources in Arizona that may help you develop the knowledge and skills to

Self-Assessment »
Take our simple ten

question self-assessment implement your security strategies. Please note that the information contained in
to make sure you are the database was provided by the organization listed. These programs have not
t?k"‘l';l all the necessary been evaluated by the alliance. This is only a "vellow Pages" directory.

steps.

Find a Consultant »

Use our directory of
security consultants to find
somebody in Arizona who
can help vau,

Disclaimer: A2Sacurity, org, itz sponsors, members, affiliater and others acting with it do not
atternpt to verify any information about the individuals or organizations listed in the
databasze, Listing in the databasze, therefare does not reprezent a recormmendation or
endarsement. Please exercize caution and cammaon sensze.

Links & Resources »
e have provided several
links to security resources

with detailed descriptions. .
P Company: Wells Fargo Services Campany

News & Headlines » .
CaAHRS [Ste A ety Consultant: Leo 1. Hauguel, CISSP, TAM
related news and Location: TEMPE, AZ
headlines from our live
feed. Description: Fresident's Welcormme Message

The Sonoran Desert Security Users Group will be considered a first
Educational & by most standards in that we not only discuss ACF2 and Top Secret
Training Resources » Security issues but also Distributed Systermns as well, We are a
Search our directory far diverse group of Information Security Professionals (Technical, Non-
some of the security Technical, Administrators, Aoditors, Managerent, for the
education and training Mainfrarne, LAMNSY AN and Metworking systerms, We are willing to
resources in Arizona. meet quarterly and share information on how to secure our

environments with ACFZ2, Top Secret, and eTrust Distributed
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